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GreenlTAudit: A Tool to Audit the Green IT
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Abstract—It is very important to audit Green IT, as it is a very
young field, and although there are good practices, organizations
have not a method for auditing them. In this paper we present
GreenITAudit, a software tool for carry out the entire phase of
evaluation or audit of Green IT. This tool covers various processes
of the COBIT 5 framework, which is a framework for the control
and audit of IT-related areas. Thus, based on these COBIT 5 pro-
cesses, the GreenITAudit tool allows to audit the governance and
management of Green I'T in an organization.

Index Terms—Audit, Green IT, Tool

I. INTRODUCTION

Green IT is fast becoming in an increasingly important and
indispensable area in an increasingly sustainable and efficient
world, providing multiple benefits to the organizations that im-
plement it. Therefore, organizations are getting closer to this
“green” idea, and the number of organizations that are embrac-
ing the idea of Green IT is growing.

However, Green IT is a very young field and, although there
are good practices, each organization implements it according to
its own criteria. That is why it is extremely important that there
is some mechanism to control that these Green IT implementa-
tions are sufficient, correct and operate as expected. And here is
where audits come into play.

Unfortunately, only few studies currently exist on the area of
Green IT audits [6], and the studies that exist highlight the im-
portance of carrying out this type of audits. Therefore, it is ex-
tremely important to develop the necessary tools to carry out this
type of audits, due to the fast boom that Green IT is experiencing
and to the great importance it will acquire in the coming years.

For these reasons, we have developed a tool (named Green-
ITAudit), based on COBIT 3, to perform Green IT audits.

Therest of this study is organized as follows: Section II con-
tains the related work about Green IT audits. In Section III the
background of the areas of Green IT and audits is explained. In
Section IV the GreenITAudit tool is described and main func-
tionalities of it are shown. And finally, in Section V, the conclu-
sions and the future work to be done in the Green/T4udit tool
are presented.

I1. RELATED WORK

Currently, there are hardly studies related to the area of
Green IT audits. In [6] a systematic mapping study on this area
of Green IT audits is carried out.

Through this systematic mapping study, in which only two
of the thirteen analyzed studies are closely related to Green IT
audits, the practically no existence of research or studies related
to the topic of Green IT audits and the no existence of Green IT
auditing frameworks are demonstrated.

These two studies closely related to Green IT audits are
about: on the one hand, an analysis of the state of the art of Green
IT, which shows the importance of carrying out audits in this
field [4]; and, on the other hand, a survey on the experiences and
opinions of internal auditors from different organizations in re-
lation to Green IT [5].

The rest of the analyzed studies of this systematic mapping
study are not directly related to the area of Green IT audits.
These studies only contain some characteristics and/or tech-
niques about Green IT that can be used to develop an auditing
framework for this field.

Therefore, the great novelty of the field of Green IT audits
and the need to develop it can be observed, which converts the
tool presented in this study in innovative in both areas of Green
IT and audit.

III. BACKGROUND

A. GreenIT

The Green IT, as defined in [2], refers to “the study and prac-
tice of design, manufacture and use of hardware, software and
communication systems with a positive impact on the environ-
ment”. Therefore, as we can see from this definition, the Green
IT has emerged with the goal of bringing the idea of sustainabil-
ity [1] to the IT.

It is also important to note the two main perspectives that are
identified in the Green IT. Erdélyi [3] argues that IT can contrib-
ute to sustainability from two perspectives: on the one hand, the
“Green by IT”, in which the IT provide the necessary tools to
carry out activities in a sustainable way with the environment
(i.e., IT as enabler in the sense of Unhelkar [7]), and on the other
hand, the “Green in IT”, which aims to reduce the impact of the
IT themselves on the environment.

B. COBIT 5

COBIT 5 (Control Objectives for Information and related
Technology) [8] is a framework developed by ISACA (Infor-
mation Systems Audit and Control Association), which has its
origin in the control and auditing of IT.



COBIT 5 has a series of guides and professional frameworks
for the governance and management of different areas of IT
(such as security), see Fig. 1, through which can carry out audits
in these areas. However, COBIT 5 does not have any specific
guide for Green IT or sustainability.
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Fig. 1. COBIT 5 product family.

In these guides, COBIT establishes 7 enablers, as can be seen
in Fig. 2, which come to define organizational resources for the
governance and management of a particular IT area.
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Fig. 2. COBIT 5 enablers.

Below is show a brief definition of each of these 7 enablers:

e Principles, policies and frameworks: are the mecha-
nisms used by the governance and management boards
to transmit/communicate directions and/or instructions
for the correct development of activities.

e  Processes: define a set of best practices and activities to
achieve certain objectives and to produce a series of out-
puts to achieve the goals of the organization.

e  Organizational structures (or roles): are the key ele-
ments in decision-making in an organization.

e  Culture, ethics and behavior: are a pattern of behaviors,
beliefs, assumptions, attitudes and ways of doing things
in the right way, in order to achieve the success of the
organization.

e Information: is the information coming from the differ-
ent systems and organizational processes used to govern
and manage the different areas of the organization.

e Services, infrastructure and applications: serve to pro-
vide to the organizations an information system and ser-
vices to carry out business processes.

e People, skills and competencies: are the characteristics
that must have the people who will be responsible for
certain aspects of the organization, to ensure that the ac-
tivities of their area are successful and give value to the
organization.

Of these enablers, it is important to note the processes ena-
bler, which is divided into two areas: governance and manage-
ment.

This enabler has 37 processes organized into five domains:
one domain relative to IT governance (Evaluate, Direct and
Monitor (EDM)), and four domains related to I'T management
(Align, Plan and Organize (APO); Build, Acquire and Imple-
ment (BAIY; Deliver, Service and Support (DSS); Monitor, Eval-
uate, and Assess (MEA)).

This enabler has been highlighted as it is these processes that
are evaluated in an audit and through which the audit questions
are established.

For this evaluation or audit process, COBIT 5 provides three
main phases:

1. Determine scope of the audit initiative: this phase is for
establish what is to be audited (i.e., the specific domains
and processes that must be taken into account) and for
identify what are the relevant characteristics of the spe-
cific implementation to be audited (stakeholders and
their interests, specific enablers and its level of imple-
mentation, etc.).

2. Understand the specific enablers of the area in question,
set suitable audit criteria and perform the audit itself:
during this phase, the audit itself is carried out. To do
this, the audit criteria must be established, the different
specific enablers of the area in question must be under-
stood and the necessary assessments on these enablers
must be made.

3. Document and communicate the results of the audit: in
this final phase, all the results obtained in the audit are
collected, documented and communicated to the rele-
vant stakeholders.

IV. GREENITAUDIT

GreenITAudit is a web application developed with the aim of
allowing the conduct of Green IT audits.

This tool is based on the “Governance and Management
Framework for Green IT” that we developed in order to establish
the necessary aspects to implement a governance and manage-
ment of Green IT in an organization, and to carry out Green IT
audits.

In the “Governance and Management Framework for Green
IT”, for each of the enablers that establishes COBIT 5, we have
defined and developed the specific characteristics and aspects of
governance and management of Green IT that we considered ap-
propriate.



Is important to note the processes enabler. From the 37 pro-
cesses of this enabler in COBIT 5, we have chosen 15 processes
that have been considered more directly related with the field of
Green IT. These processes are as follows:

e Governance processes:

1. EDMOI1. Ensure governance framework setting and
maintenance.

2. EDMO2. Ensure benefits delivery.
3. EDMO3. Ensure risk optimization.
4. EDMO04. Ensure resource optimization.
5. EDMOS. Ensure stakeholder transparency.
e  Management processes:
6. APOOI1. Manage the IT management framework.
7. APOO02. Manage strategy.
8. APOO06. Manage budget and costs.
9. APOO08. Manage relationships.
10. BAI02. Manage requirements definition.
11. BAIO3. Manage solutions identification and build.
12. BAIO9. Manage assets.
13. DSS01. Manage operations.

14. MEAO1. Monitor, evaluate and assess performance
and conformance.

15. MEAO3. Monitor, evaluate and assess compliance
with external requirements.
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For each one of these 15 processes, we have defined: on the
one hand, goals and metrics specific of Green IT; on the other
hand, the RACI (Responsible, Accountable, Consulted, In-
formed) matrix of Green IT roles and specific practices of the
process; and, finally, the specific practices of the process, iden-
tifying the inputs and outputs as well as the specific activities of
Green IT.

From these specific activities of Green IT established in each
of the 15 processes, we have been defined 121 Green IT audit
questions, which are included in the GreenlTAudit tool and will
guide the auditors to audit the governance and management of
Green IT in an organization.

Following shows, firstly, how to create and perform Green
IT audits with GreenlTAudit, and, secondly, the audit results re-
port that the tool creates.

A. Green IT Audits

The main functionality of the GreenITAudit is based on the
creation and realization of Green IT audits. To do this, through
the “New Audit” option an auditor can create such types of au-
dits, and expanding the “Audits” option from the menu of the
sidebar he can access the different audits created.

Once the auditor access to these options, he can introduce all
necessary information about the Green IT audit that it will be
performed.

Below, different views that support these functionalities for
creating and performing audits are shown, from which the views
to enter audit data and client (Fig. 3 and Fig. 4, respectively), the
view of information about the progress of the audit (Fig. 5), and
the view from where the questions of Green IT audit can be filled
(Fig. 6), can be seen.
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Fig. 3. “Audit Data” view in GreenITAudit.
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Fig. 7. Results report generated by GreenITAudit.




B. Results Report

Another important functionality of the GreenITAudit is to
export the results report of a particular audit.

To do this, once the auditor has been completed the questions
it deems appropriate, he can generate the audit results report
through the “Audit Report” option. This option will download a
PDF (Portable Document Format) file with all the information
about Green IT audit performed.

The information in the PDF file includes the data about the
audit, about the auditor, and about the client, as well as the an-
swers, comments and names of the attachments files for each of
the questions of the domains and processes of the Green IT audit
conducted.

In Fig. 7, by way of example, a couple of pages of the results
report generated by the GreenlTAudlit are shown.

V. CONCLUSIONS AND FUTURE WORK

The fast boom that Green IT is experiencing is causing that
more and more organizations see it as an increasingly important
and indispensable area in their daily operations.

Therefore, it is vital that there are mechanisms to control that
the implementations of Green IT in the organizations are correct.

We have developed GreenITAudit tool in order to fulfill this
need, and the results obtained demonstrate that through it is al-
ready possible to carry out audits of Green IT.

Therefore, the GreenITAudit tool and the “Governance and
Management Framework for Green IT” on which the tool is
based, would be located in the COBIT 5 product family as shown
in Fig. 8.
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Furthermore, the GreenITAudit tool has been used in a prac-
tical case in which we have audited the Institute of Technologies
and Information Systems of the University of Castilla-La Man-
cha. Through this practical case, promising results have been ob-

tained and a first validation both the “Governance and Manage-
ment Framework for Green IT” and the Green/TAudit tool has
been achieved.

Moreover, as lines of future work for later versions, it is in-
tended to carry out the implementation of new functionalities,
such as:

e Addaccount types, that is, in addition to the existing au-
ditor account, also include the client account, from
which the latter can access to the results reports of the
Green IT audits which it has done to him.

e Allow to sharing and conducting Green IT audits be-
tween the auditors registered.
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